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DETAILED ACTION 

1 . Claims 1-29 are pending in the application. 

2. This Office Action is in response to amendment filed 7/23/2007. 

3. Below, Examiner has pointed out particular references contained in the prior 
art(s) of record in the body of this action for the convenience of the applicant. Although 
the specified citations are representative of the teachings in the art and are applied to 
the specific limitations within the individual claims, other passages and figures may 
apply as well. Applicant should consider the entire prior art as applicable as to the 
limitations of the claims. It is respectfully requested from the applicant, in preparing the 
response, to consider fully each reference in its entirety as potentially teaching all or 
part of the claimed invention, as well as the context of the passage as taught by the 
prior arts or disclosed by the examiner. 

Claim Rejections - 35 USC § 101 

The rejection of Claims 7, 8, and 12-19 is withdrawn in view of arguments filed 
7/23/2007. 
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Claim Rejections - 35 USC § 102 

1 . The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(a) the invention was known or used by others in this country, or patented or described in a printed 
publication in this or a foreign country, before the invention thereof by the applicant for a patent. 

(e) the invention was described in (1) an application for patent, published under section 122(b), by 
another filed in the United States before the invention by the applicant for patent or (2) a patent 
granted on an application for patent by another filed in the United States before the invention by the 
applicant for patent, except that an international application filed under the treaty defined in section 
351(a) shall have the effects for purposes of this subsection of an application filed in the United States 
only if the international application designated the United States and was published under Article 21(2) 
of such treaty in the English language. 

2. Claims 1, 2, 4-7, 9, 10, 12, 14-17, 20, 21, 23-25, 27, and 28 are rejected under 
35 U.S.C. 102(a/e) as being anticipated by Carman (US 2003/0046567), hereafter 
"Carman". 

3. Considering Claims 1 and 20, Carman discloses a password management 
system ([0002]) comprising: a host computing processor having a peripheral port, 
and operable to encrypt a list of passwords ([0022], [0023], [0033]); and a 
portable access device adapted to be coupled to the host computing processor, 
the portable access device storing the list of encrypted passwords ([0049], Fig. 
6), and communicating the list of encrypted passwords with the host computing 
processor through the peripheral port ([0018] lines 1-5, [0039], [0040]). 
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4. Considering Claim 12, Carman discloses a password management system 
operable to be coupled to a computer having access to at least one account, the 

. at least one account having a password associated therewith, the password 
management system ([0018]) comprising: a portable access device storing in a 
rewritable memory a list of encrypted passwords for the at least one account 
([0018] lines 1-5, [0049], Fig. 6); an encryption module executed on the computer 
and operable to encrypt a new password for addition to the list of passwords 
([[0022], [0023], [0027]- the consumer uses the keypad to enter new user names 
and passwords, [0033]); and a driver coupled to the encryption module and 
operable to read a master access code ([0036], [0037]), the driver decrypting the 
list of encrypted passwords from the portable access device using the master 
access code and updating the list of encrypted passwords with the new 
encrypted password ([0036], [0037], [0027]). 

5. Considering Claims 2 and 21, Carman discloses the portable access device 
further comprises a rewritable memory configured to store the list of encrypted 
passwords and account data associating each password ([0027]), and configured 
to overwrite the list of passwords with a modified list of passwords ([0027]). 

6. Considering Claims 4, 14, 15, and 23, Carman discloses the peripheral port 
comprises a universal serial bus ("USB") port ([0020] lines 3-5). 
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7. ■ Considering Claims 5, 16, and 24, Carman discloses the portable access device 

comprises a serial interface circuitry configured to communicate with the host 
computing processor via the USB port ([0021] lines 1-3). 

« 

8. Considering Claims 6, 17, and 25, Carman discloses a data flow drive coupling 
the portable access device to the peripheral port of the host computing 
processor, being operable to read from the portable access device a list of 
encrypted passwords, and being operable to write to the portable access device 
a list of encrypted passwords ([0027], [0028] lines 1-2). 

9. Considering Claim 7, Carman discloses the host computing processor comprises 
an encryption module configured to encrypt the list of passwords ([0022], [0023], 
[0033]). 

1 0. Considering Claims 9 and 27, Carman discloses a driver configured to read a 
master access code and to decrypt the list of passwords with the master access 
code ([0036], [0037]). 

1 1 . Considering Claims 10 and 28, Carman discloses a driver configured to update 
the list of encrypted passwords ([0027]). 
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Claim Rejections - 35 USC § 103 

1 . The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

2. Claims 8, 18, and 26 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Carman. 

3. Considering Claims 8, 18, and 26, Carman is silent on the encryption module 
comprises a symmetric encryption program. Many types of symmetric encryption 
programs were well know in the art at the time of the invention including AES, 
Twofish, Serpent, and RC4. Therefore, it would have been obvious to one of 
ordinary skill in the art at the time the invention was made to modify the 
teachings of Carmon by using a symmetric encryption algorithm in the encryption 
module in order to conform to well known standards in the art and use algorithms 
that have been proven effective. 

4. Claims 3, 11, 13, 19, 22, and 29 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Carman in view of Yoshimura (US 5,905,013), hereafter 
"Yoshimura". 
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5. Considering Claims 3, 13, and 22, Carman is silent on the portable access 
device comprises a first rewritable memory bank configured to store the list of 
encrypted passwords and account data associating each password, and a 
second rewritable memory bank configured to duplicate information stored in the 
first memory bank. 

Yoshimura discloses the portable access device comprises a first rewritable 
memory bank configured to store the list of encrypted passwords and account 
data associating each password, and a second rewritable memory bank 
configured to duplicate information stored in the first memory bank (column 28- 
lines 35-39 and 61-67, column 29- lines 1-20, storing copies of encrypted data in 
two separate memory systems on a smart memory card teaches storing 
encrypted passwords in two separate lists on a portable access device). 

Therefore, it would have been obvious to one of ordinary skill in the art at 
the time the invention was made to modify the teachings of Cameron by storing 
backup copies of the encrypted data on the portable access device as taught by 
Yoshimura in order to prevent data loss due to corruption or errors in the data. 
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6. Considering Claims 11, 19, and 29, the combination of Carman and Ybshimura 
discloses a driver configured to perform error correction on the list of passwords 
(Yoshimura- column 29- lines 6-20). 

Response to Arguments 

1 . Applicant's arguments filed 7/23/2007 have been fully considered but they are 
not persuasive. 

2. Regarding Claims 1, 2, 4-7, 9, 10, 20, 21, 23-25, 27, and 28, applicants 
arguments have been fully considered but they are not persuasive. With respect to 
applicants argument that Carman fails to teach a host computing processor having a 
peripheral port, and operable to encrypt the list of passwords." Examiner disagrees and 
directs the applicant to Carman- [0021], [0022], [0023]. Carman explicitly discloses, 
"The controller performs the process of the present invention that encrypt, decrypt, and 
verify the validity of any access requests to the memory. In alternate embodiments, the 
controller functions are performed on the device to which the memory card is coupled" 
(i.e. the host processor). The controller functions include encryption, decryption, and 
verification of the validity of any access requests (i.e. passwords). All of these controller 
functions are performed on the device with which the memory card is coupled (i.e. host 
processor). For example, if the memory card is coupled to a USB port, which is exactly 
what is claimed in the instant application (Claim 4). Therefore, the host computing 
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processor (i.e. the device to which the memory card is coupled) contains a peripheral 
port (i.e. the USB and PCMCIA bus structures provide the data paths necessary for the 
memory card to communicate with any device to which it is coupled), and operable to 
encrypt the list of passwords (i.e. performs the process of the present invention that 
encrypt. . . access requests) is explicitly taught by Carman. 

3. Regarding Claims 12 and 14-17, applicants arguments have been fully 
considered but they are not persuasive for the same reasons stated above with respect 
to Claim 1. 

Furthermore, it is noted that the encryption of a new passwords for addition to the 
list is explicitly disclosed in Carman [0022], [0027]. Carman explicitly discloses every 
password stored within the memory card is encrypted, and then further describes a 
process to store a new username and password into the memory card. 

4. Regarding Claims 8, 18, and 26, applicants arguments have been fully 
considered but they are not persuasive for the same reasons stated above with respect 
to Claim 1. 

Furthermore, the fact that Carman does not explicitly disclose the type of 
encryption used, in no way affects the anticipation rejection of Claim 1. In response to 
applicant's argument that the references fail to show certain features of applicant's 
invention, it is noted that the features upon which applicant relies (i.e., symmetric 
encryption) are not recited in the rejected Claim 1. Although the claims are interpreted 
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in light of the specification, limitations from the specification are not read into the claims. 
See In re Van Geuns, 988 F.2d 1181, 26 USPQ2d 1057 (Fed. Cir. 1993). 

Many types of symmetric encryption programs were well know in the art at the 
time of the invention including AES, Twofish, Serpent, and RC4. Therefore, it would 
have been obvious to one of ordinary skill in the art at the time the invention was made 
to modify the teachings of Carmon by using a symmetric encryption algorithm in the 
encryption module in order to conform to well known standards in the art and use 
algorithms that have been proven effective in security applications. 

5. Regarding Claims 3, 11, 13, 19, 22, and 29, applicants arguments have been 
fully considered but they are not persuasive for the same reasons stated above with 
respect to Claim 1. 

6. From the examiner point of view the cited reference clearly teaches "host 
computing processor having a peripheral port, and operable to encrypt the list of 
passwords." Applicant is reminded that additional modification to clarify the claimed 
language is necessary for further consideration and distinction from the prior art. 

Conclusion 

1. THIS ACTION IS MADE FINAL. Applicant is reminded of the extension of time 
policy as set forth in 37 CFR 1 . 1 36(a). 
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A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within 
TWO MONTHS of the mailing date of this final action and the advisory action is not 
mailed until after the end of the THREE-MONTH shortened statutory period, then the 
shortened statutory period will expire on the date the advisory action is mailed, and any 
extension fee pursuant to 37 CFR 1 .136(a) will be calculated from the mailing date of 
the advisory action. In no event, however, will the statutory period for reply expire later 
than SIX MONTHS from the mailing date of this final action. 

2. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Randal D. Moran whose telephone number is 571-270- 
1255. The examiner can normally be reached on M-F: 7:00 - 4:00. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Kim Vu can be reached on 571-272-3859. The fax phone number for the 
organization where this application or proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 



Randal D. Moran 
/RDM/ 
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